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Que sais-je?
(Michel de Montaigne, De Essays, 1595)

All life is an experiment.
The more experiments you make the better.
(Journals of Ralph Waldo Emerson, 1841-1844)
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INTRODUCTION
	
  
“I don’t know”.
These might just be the hardest words to say in any language. We avoid saying them, scared of coming across
as doubtful and uncertain. We’d rather be confident and knowledgeable of course, especially in a professional
setting, where our team members and managers expect us to be firm and certain, providing clear answers.
They want us to hand them that comforting blanket of assurance and certainty. Over the past years, I grew
increasingly uncomfortable with that. I ended up having a hard time being sure of anything, to the extent that
my confidence as a tester started suffering. All these years of experience, and yet there is so much that I don’t
know.
When I voiced my concerns on twitter, a helpful American developer by the name of Brett Schuchert came to
the rescue: “Get over the illusion of knowledge? Be prepared to strongly defend weakly held beliefs” [1]. It
took a while before this sank in and finally resonated with me. Build good arguments for what you believe this forces you to think things through - but don’t be too attached to your beliefs, because this could
undermine your ability to see and hear evidence that clashes with your conviction. You might have been
wrong - there’s nothing wrong with admitting that.
Other people weighed in:

“It sounds like you’re rejecting certainty, just like Socrates.
That’s skepticism. You’re a tester, embrace it!”
That sounded like a good way to get out of my little Socratic crisis, but it left me with a new challenge: how
does one embrace skepticism, and how could this help me improve my testing? I decided to try to find out.
This is the story of how I embraced skepticism and became a proud and reasonable doubter. I will share with
you my adventures, frustrations and lessons learned, and explain how this can influence our testing.	
  
	
  

THE DEEP DIVE

My mission was clear, a year-and-a-half ago: submerge myself in all things skeptic in hope of finding clues to
help me with my testing and to alleviate my struggles with doubt. But where to start? I figured it would be a
good idea to enroll in a number of skeptic organizations - and soon became skeptical of the way they spam
their members with confusing announcements. I asked for pointers, dove in forums, books and articles, bingewatched documentaries, attended lectures and events. These were mostly on science, philosophy and critical
thinking. Pretty soon it became clear that if I wanted an honest and more balanced view, I also needed to
familiarize myself with the favorite targets of many a skeptic effort: pseudo-science and the paranormal.
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I welcomed this new twist in my quest, since I’ve had a life-long
fascination for the strange, bizarre and mysterious. As a 10 year old, I
looked up to my older brother who was into things like hypnosis, ghosts
and extra sensory perception. I devoured his books on apparitions,
ectoplasm and spoon bending he had laying around in his room. He even
had eerie sound recordings of electronic voice phenomena, voices from
the dead! That seriously freaked me out. Later on, the fear made way for
fascination. I started collecting weird magazines, sporting titles like “Horse
born with human face – he even smiles when he’s given an apple!”,
“Captured alien is 3 feet tall - and 500 years old” and fantasized about
copywriting for the Weekly World News. I never dug deeper - until now.
This is where things got – how should I put it – interesting. With the mind
of a skeptic but the heart of a believer, I jumped into the rabbit hole.

Figure 1. Weekly World News - August 11, 1998

I took my time to familiarize myself with loads of strange phenomena: chemtrails, astrology, dowsing, bigfoot,
ley lines, orbs, past life regression, crop circles, ectoplasm, telepathy, tarot, automatic writing, levitation,
ghosts, psychics, poltergeists, exorcism, ouija boards, voodoo, occultism, psychic surgery, scientology,
homeopathy, angel therapy, faith healing, out of body experiences, UFO’s, spoon bending, extra sensory
perception, electronic voice phenomena, cryptozoology and the occasional miracle. The advantage was that I
could now buy cool and weird stuff online, for science! As a tester, I was eager to test all the claims I
encountered, but the sheer volume of available claims, and the absurdity of some of them, made this a mission
impossible.
Last year I found myself in Portland, Oregon, the US capital of weird. Their proud tagline is “Keep Portland
weird”, my kind of city! And no better place, I figured, for a midnight ghost hunting tour. In the small-talk
before the tour, our guide Sally stated she was a skeptic, that’s why we were going to use high-tech scientific
equipment: electromagnetic field (EMF) detectors. Armed with said EMF-meters, we went looking for Nina, a
former ‘working girl’ who is known to haunt the Merchant Hotel. The tour was a fun but not particularly
spooky experience. Sally sounded like she was reciting lines from a script and nearly fainted each time our
EMF-meters were flashing. I ended the night with fond memories and a lot of underexposed pictures.

Figure 2. Me and my EMF meter

Afterwards, I looked into the science behind EMF-meters, apparently the
most commonly used device in ghost hunting today. Ghost hunters claim that
strong, erratic fluctuating electromagnetic fields are regularly found at haunted
locations. They believe these energy fields have some definite connection to
the presence of ghosts. The uncomfortable reality that they carefully avoid the elephant in the tiny, haunted room - is of course that no one has ever
shown that EMF meters actually detect ghosts. The supposed link between
ghosts and electromagnetic fields are based on nothing more than guesses,
unproven theories, and wild conjecture. Also, if a device could reliably
determine the presence or absence of ghosts, then by definition, ghosts would
be proven to exist [2]. Which is, as far as I know, not the case. I am not being
anti-ghost here – I’m pro reality.

It’s worth noting that, just as using a calculator doesn’t make you a
mathematician, using a scientific instrument doesn’t make you a scientist. In a similar vein: using a test
(management) tool doesn’t make you a test (manag)er.

4

I noticed that my little skeptic boot camp made me more sensitive to messages in my mailbox that I otherwise
wouldn’t question. When a distant relative mailed me to promote her selling of dietary anti-cancer
supplements, my new inquisitive mind kicked into gear. The product, Salvestrol, was unknown to me, so I
suspended my judgment until I was able to do some research. What I found sounded promising at first: in
2005 The Observer reported that “salvestrols” had been chosen as one of the “20 big ideas” of that year [3].
In 2007, a BBC News story reported on a laboratory study that had found salvestrols extracted from tangerine
peel show anti-cancer effects [4]. Researchers were careful though: “while the research shows that salvestrols
have an effect on cells in the laboratory, there is no evidence that they have a similar effect in patients”. The
enthusiasm for salvestrol decreased substantially with additional scientific research. A large clinical trial was
halted when it showed no anti-cancer activity and had significant side effects. Follow-up studies were also
unable to replicate initial results. In 2012, a researcher at the University of Connecticut whose work focused
on the health benefits of salvestrol was found guilty of 145 counts of fabricating or falsifying research data [5].
In the end, if a medicine works, it’s valuable; and if it doesn’t work, it’s not. “There’s a name for alternative
medicines that work,” says Joe Schwarcz, professor of chemistry and the director of the Office for Science and
Society at McGill University in Montreal. “It’s called medicine.” [6]
Short exercises like this, doing research, checking sources and thinking things through can train you to filter
swiftly between “interesting” and “forgettable”.
The more I spent time with the weird, strange and downright bizarre, the more I felt my skeptic muscles
aching. It was very similar to the feeling of sore muscles the days after practicing a sport that you’re not
familiar with - the kind of pain that makes you aware of muscle groups you didn’t even know you had. My
believer brains were struggling at first – “This is so cool, I want this stuff to be true!” - but after a while
“skeptical mode” seemed to have become the default. It was as if the wiring in my brain was changing. How
did this happen? Maybe it is time to have a closer look at what it means to be skeptical.

THE THEORY

Skepticism has a long historical tradition dating back to ancient Greece, with philosophical skepticism. The
most known flavor is Pyrrhonism, named after the Greek philosopher who is viewed as the father of
skepticism, Pyrrho of Elis (365–275 BC. Pyrrhonism is a position that refrains from making truth claims. It
does not claim that truth is impossible (which itself would be a truth claim), instead it recommends
“suspending belief”. “The senses are easily fooled”, Pyrrho said, “and reason follows too easily our desires”.
Pyrrhonian skeptics even doubted the reliability of their own senses [7].
This is not always a practical position to take. Modern - scientific - skepticism is embodied in the scientific
method. Scientific skepticism (also known as rational skepticism) originated from empiricism, which states that
knowledge comes from sensory experience. In this sense, it’s different from philosophical skepticism,
which questions our ability to claim any knowledge about the nature of the world and how we perceive it.
Scientific skepticism involves gathering data to formulate and test naturalistic explanations for natural
phenomena. It’s about evaluating all claims with an open mind but insisting on persuasive evidence before
accepting them. A claim becomes factual when it is confirmed to such an extent it would be reasonable to
offer temporary agreement. But all facts in science are provisional and subject to challenge, and therefore
skepticism is a method leading to provisional conclusions [8]. It’s safe to say that most scientists are scientific
skeptics.
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Skepticism encourages us to reject certainty and to question everything, but this doesn’t mean that we should
keep on questioning just for the hell of it. Some questions do have answers. In science, when a question is
answered, it’s answered, you don’t keep asking. When new evidence enters the picture, it might be appropriate
to take another look - that’s how science works. This was summed up nicely in a recent debate between
creationist Ken Ham and Bill Nye, a science educator also known as ‘The Science Guy’. They were asked,
“What would change your mind about evolution?” Nye said, “Evidence.” Ham said, “Nothing.” [9]
People have argued that adopting a scientific mindset is dull because it takes away all the wonder and
excitement. Here’s what Richard Feynman had to say on that matter [10]:

“I have a friend who’s an artist and has sometimes taken a view which I don’t agree
with very well. He’ll hold up a flower and say “look how beautiful it is,” and I’ll
agree. Then he says “I as an artist can see how beautiful this is but you as a scientist
take this all apart and it becomes a dull thing,” and I think that he’s kind of nutty.
First of all, the beauty that he sees is available to other people and to me too, I
believe, although I might not be quite as refined aesthetically as he is, I can
appreciate the beauty of a flower. At the same time, I see much more about the
flower than he sees. I could imagine the cells in there, the complicated actions inside,
which also have a beauty. I mean it’s not just beauty at this dimension, at one
centimeter; there’s also beauty at smaller dimensions, the inner structure, also the
processes. The fact that the colors in the flower evolved in order to attract insects to
pollinate it is interesting; it means that insects can see the color. It adds a question:
does this aesthetic sense also exist in the lower forms? Why is it aesthetic? All kinds
of interesting questions which the science knowledge only adds to the excitement, the
mystery and the awe of a flower. It only adds. I don’t understand how it subtracts.”
Thinking like a scientist doesn’t need to take away the wonder. On the contrary, it can lead to a richer life. It’s
not one or the other - you can have a wild imagination and still be a good skeptic. Richard Dawkins hit the nail
on the head when he said [11]:

“There is real poetry in the real world. Science is the poetry of reality”
Sometimes reality is stranger than fiction.
Skeptics are often stereotyped as cynics, grumpy curmudgeons who disbelieve and disavow any new idea. They
get called “Doubting Thomases” – people who are never open to ideas or new thoughts. But good skeptics are
open to new possibilities, they just want to base their conclusions on the best available evidence and
arguments.
As the Skeptics Society put it [12]:

“Skepticism is a provisional approach to claims.
It is the application of reason to any and all ideas – no sacred cows allowed.
In other words, skepticism is a method, not a position.”
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THE TOOLKIT
THE SCIENTIFIC METHOD
	
  
Skepticism is science in action, modified and personalized for everyone to use in everyday life. But how does
one think like a scientist without actually being one? A recent tweet of the American astrophysicist and writer
Neil Degrasse Tyson gave away some clues [13]:

“When you train your mind how to think, you inoculate yourself
against those who desperately want to tell you what to think”
You can train your mind to think better. And here’s the good news: you’re already halfway there. Whether or
not you recognize it, you apply skepticism and critical thinking skills every day. If I wanted to sell you an apple
with the promise that eating it would make you 25% smarter, would you buy it? Come on, why not? It’s only
15 euro! (Ping me if you’re interested).
As it turns out, thinking like a scientist is not that difficult. The hardest part is deciding to think like a scientist,
doing it is fairly easy. Anyone can do it. It doesn’t require you to understand quantum physics or chaos theory.
It means that you maintain a healthy level of curiosity and doubt, aren’t afraid to ask questions, request
evidence and don’t draw conclusions about things until you have very good reasons to do so. You also must
be willing to change your mind if your conclusions turn out to be wrong.
There was one big recurring theme in all of the skeptic literature I was reading. James Randi [14], Martin
Gardner [15], Carl Sagan [16], Michael Shermer [17], Guy P. Harrison [18]: all of them stressed the importance
of the “Scientific Method”, a set of practices designed to reduce the risk of human error on our beliefs. It
consists of the following steps:
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1.

Observe
Look and listen with deliberate effort

2.

Ask questions
This is critical. Don’t passively accept what you are told.

3.

Research
Do your own fact-checking.

4.

Experiment (Hypothesize – Predict – Test – Analyze)
Can you think of an experiment to test a particular claim before accepting it? Has anyone else
conducted an experiment to test it? Why not?

5.

Share your ideas and conclusions with others
This is a great way to get feedback from people who may know more than you about a given claim.

Figure 3. The Scientific Method

The scientific process is not perfect, but it’s the best method known at this moment. In fact, it’s so reliable
that for nearly two decades, James Randi and the James Randi Educational Foundation have offered a onemillion-dollar prize to anyone who could show, under proper observing conditions, evidence of any
paranormal, supernatural, or occult power. The rules were little more than what any reasonable scientist would
require. If you are a mental spoon bender, you couldn’t use your own spoons. If you claimed to see auras,
you’d have to do so under controlled conditions. If you were going to demonstrate dowsing powers, you
would have to be prepared to be tested under controlled conditions [19]. To date, no-one was ever able to
claim the prize. A lot of people tried, but most of them “felt stressed” or “didn’t feel it” at the moment of
truth.	
  

HEURISTICS FOR HEALTHY SKEPTICISM
	
  
In his 1995 book “Demon Haunted World - Science as a Candle in the Dark”, Carl Sagan offered his own
practical set of skeptical heuristics called the “Baloney Detection Kit”, a set of cognitive tools and techniques
that fortify the mind against penetration by falsehoods. Many others have shared rules of thumb on how to
become an effective skeptic. These are rooted in science of course, but apply just as elegantly to everyday life
[20]. Here is a shortlist of the ones that I found useful:
Occam’s Razor
This is a very convenient (and heavily used, I must say) rule-of-thumb. When
faced with two hypotheses that explain something equally well, choose the
simpler. What is more likely: that EuroSTAR 2016 Program Chair Shmuel
Gershon magically appeared to me on a slice of toast this morning, or that I
used a website called photofunia.com to generate a picture?
Figure 4. Shmuel on Toast

Backfire effect
Try not to get overly attached to a hypothesis just because it’s yours. It’s only a way station in the pursuit of
knowledge. Ask yourself why you like the idea. Compare it fairly with the alternatives. See if you can find
reasons for rejecting it. If you don’t, others will.
Quantify
If whatever it is you’re explaining can be measured, you’ll be much better able to discriminate among
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competing hypotheses. What is vague and qualitative is open to many explanations. Be careful though: the data
usually won’t provide the whole story, adding context is important.
Examine Your Scale
Data itself is worthless with a broken scale. Make sure that your numbers are measuring what they need to.
Getting caught in meaningless statistics is worse than having no data at all.
Test
It is easy to simply go with your intuition when looking for answers, but it is more useful to actually test out
your ideas. Active experimentation is key.
Be wary of Arguments from Authority
Arguments from authority carry little weight, since “authorities” have made mistakes in the past. They will do
so again in the future. Perhaps a better way to say it is that there are no authorities; at most, there are experts.
“What if I’m Wrong?”
Try to ask yourself this question whenever you need to make important assumptions. Examining both
potential sides leaves you an exit route if the information turns out to be false.
Know the Unknowns
Figure out the unknowns in any project or situation. You can’t account for every missing variable, but being
aware of them will help you react if new information comes in.
Play the Devil’s Advocate
Spend a bit of time thinking through some of your problems if your assumptions were reversed. Not only will
this keep you on your toes, it can yield creative new answers.
Encourage Debate
Look for knowledgeable proponents of all points of view, also the ones that clash with yours. This could be in
the form of people, books or classes that confront your assumptions.
Falsify
Always look for ways in which an hypothesis can be falsified. Propositions that are untestable or not falsifiable
are not worth much. Remember that in testing it takes only a failing test to show that something is not
working, while thousands of passing tests don’t necessarily mean anything.
Spin more than one Hypothesis
Think of all the different ways in which something could be explained. Then think of tests by which you might
systematically falsify each of the alternatives. What survives has a much better chance of being the right
answer than if you had simply run with the first idea that came into mind, almost like a Darwinian selection
among your “multiple working hypotheses”.
Cut the Arrogance
Beware of “Ultracrepidarianism” - the habit of giving opinions and advice on matters outside of one’s
knowledge or competence [21]. Remove the arrogance that sometimes comes with certainty. Skepticism
should be a lesson in humility, not a recipe for arrogance. With humility comes the ability to change your
course of action when new information arrives.
Know the Law (of Truly Large Numbers)
A lot of peculiar coincidences can be explained by simple math. The Law of Truly Large Numbers says that
with a large enough sample, any odd coincidence, no matter how outrageous, is likely to happen. For example,

9

with only 23 people in a room, the probability that two of them share the same birthday is 0.51 - greater than
50 percent [22][23]. This law tends to come up a lot in criticism of pseudoscience. It holds that the more
predictions a psychic makes, the better the odds that one of them will “hit”. Thus, if one comes true, the
psychic expects us to forget the vast majority that did not happen. A similar manifestation can be found in
gambling, where gamblers tend to remember their wins and forget their losses.
Beware of the Blind Spot
The Bias Blind Spot is the cognitive bias of recognizing the impact of biases on the judgment of others, while
failing to see the impact of biases on one’s own judgment. Knowing the names of a biases and fallacies doesn’t
mean you’re immune to them yourself. Most people appear to exhibit this blind spot: in a sample of more than
600 residents of the United States, more than 85% believed they were less biased than the average American
[24].
Like all tools, these heuristics can be misused or applied out of context. But applied judiciously, they can make
all the difference in the world.

SKEPTICISM – THE PRACTICE
	
  
What should we be skeptical of? Everything, obviously, but let’s narrow things down a bit. The bias blind spot
tells us that it’s good to start with ourselves [25].

BE SKEPTICAL OF YOURSELF
	
  
No matter how good your intentions, sometimes things happen that shake the very foundations of your
skepticism. Last year in November, I was driving in a 6-kilometer long tunnel late at night. There was no other
traffic; I seemed to have the tunnel all for myself. I was driving the speed limit, so I was surprised to all of a
sudden see a car approaching slowly but steadily in my rearview mirror. I was looking at it for a while, but
when it almost reached my car, I concentrated on the road ahead again and expected it to overtake me any
time soon. It never happened. Nothing ahead of me, nothing behind. There were no exits in the tunnel. I was
wide awake - and sober, I must add. Where did it go? Did I just see a ghost car? Cool as this might have been
(oh the stories I could tell at parties!), I thought of Occam’s Razor - what is the most simple and likely
explanation here? That I saw a ghost car, the 21st century version of the headless horseman, or that my vision
and my memory played tricks on me?
So far, evidence points to the latter. There’s plenty of scientific research showing that we can’t trust our eyes,
ears or even our memories.
The brain is a belief engine. From sensory data flowing in through the senses, the brain naturally begins to
look for (and find) patterns and then infuses those patterns with meaning (this tendency to spot meaningful
patterns in meaningless noise is also known as ‘Patternicity’ [26]). Our brains connect the dots of our world
into meaningful patterns that explain why things happen, and these patterns become beliefs. Once beliefs are
formed, the brain begins to look for (and find) confirmatory evidence in support of those beliefs, which
accelerates the process of reinforcing them, and round and round the process goes in a positive-feedback loop
of belief confirmation [27].
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W E CAN ’ T TRUST OUR EYES
	
  
Our observation is fallible: we don’t really see what we look at. Our brains hunger for significance, so the
patterns our brain desperately wants to see aren’t always there. That explains why we see faces on Mars, Jesus
on toast, ghosts and UFO’s in fuzzy underexposed pictures. This behavior is not only limited to pictures
though - we see patterns in data as well. When the numbers line up, our brains try to find reasons behind the
connection, even if there are none. This often tricks people into confusing correlation with causation. The
data may be correlated, but this doesn’t prove causation.
When observing events that are happening in sequence, it’s natural for humans to identify the first event as the
cause of next events, when in reality they may not be related at all. This has to do with how we perceive time,
which is always moving forward [28].

W E CAN ’ T TRUST OUR EARS
	
  
The same goes for our ears, by the way. We get fooled by auditory illusions just the same. I had a field day
browsing around on ReverseSpeech.com, where you can download examples of electronic voice phenomena
and messages that are supposedly hidden in music, manifesting themselves when playing songs backwards.
The most famous one of them all is the song “Stairway to heaven” by Led Zeppelin, which - played backwards
- seems to consist of raw, uncut Satan worshipping. The result is indeed baffling when you listen to the reverse
fragment, but only when the auditory part of your brain is primed to tell you what you’re supposed to hear. If
you’re given the lyrics and you follow along with the text, you can’t not hear what you’re told is there [29].
People tend to forget that when they first heard the fragment without lyrics, it was mostly gibberish.
Here’s another remarkable cognitive bias: the “Rhyme as Reason Effect”, also known as the Eaton-Rosen
phenomenon. Apparently, statements or aphorisms that are put on rhyme are perceived as more truthful. The
most famous example of this was during the O.J. Simpson trial, where the defense used the phrase “if the
gloves don't fit, then you must acquit” [30].

W E CAN ' T TRUST OUR MEMORIES
	
  
The traditional view of memory is that it is something like a storehouse of movies on a computer’s hard drive.
In this view, your brain records an accurate and complete record of events, and if you have trouble
remembering, it is because you can’t find the right movie file, or because the hard drive has been corrupted in
some way. This is a false concept of memory, but one that persists because it is so hard to imagine that
memories that are both clear and vivid can also be completely wrong [31]. This happens, and it is far from
infrequent. Just like visual or auditory illusions, memory illusions are a thing - they can feel just as real as actual
memories. Our memories can be distorted because they’re plastic and malleable. We don’t remember things in
perfect replay fashion. Instead, our brain tells us a story about what we saw or what happened, based on
incomplete images and bits of information, filling in the gaps for us [32]. While this is often a big help, in some
cases it gets us into trouble.
“Well yes, I distinctly remember seeing that control. Oh wait… it’s not there?” Chances are that this sounds
familiar. After testing, do you remember all the paths you followed? Are you sure? How did you miss that bug
that’s now in production? Do you actually remember testing that area or that specific scenario, or did you have
to check your notes to be sure? Unless you’ve taken notes or recorded your testing in another way, there’s no
way to be sure.
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W E CAN ' T TRUST OUR OWN SKEPTICISM
“A great many people think they are thinking
when they are merely rearranging their prejudices.”
- William James A word of caution to the budding skeptic, however: oftentimes, the person you need to be most skeptical of is
yourself. You may end up doubting everything, while still being utterly convinced of your own ideas. There are
probably quite some things you have made your mind up about without much proof or rationale. It’s a good
thing to force yourself to doubt your immediate impulses, your deep-seeded beliefs and all the things you
“know”. 	
  

BE SKEPTICAL OF CERTAINTY

“Doubt is not a pleasant condition, but certainty is absurd.”
- Voltaire If there are good reasons to doubt what we know, it’s clear that we should be skeptical even of certainty.

T HE FEELING OF KNOWING
	
  
To illustrate the feeling of knowing, I invite you to read the following excerpt at normal speed. Don’t skim,
give up halfway through, or skip to the explanation. Because this experience can’t be duplicated once you
know the explanation, take a moment to ask yourself how you feel about the paragraph. After reading the
clarifying word, reread the paragraph. As you do so, pay close attention to the shifts in your mental state and
your feeling about the paragraph.
“A newspaper is better than a magazine. A seashore is a better place than a street. At first, it is
better to run than to walk. You may have to try several times. It takes some skill but it’s easy to
learn. Even young children can enjoy it. Once successful, complications are minimal. Birds seldom get
too close. One needs lots of room. Rain soaks in very fast. Too many people doing the same thing can
also cause problems. If there are no complications, it can be very peaceful. A rock will serve as an
anchor. If things break loose from it, however, you will not get a second chance”.
Is the paragraph above comprehensible, or rather meaningless? Feel your mind sort through potential
explanations. Now watch what happens with the presentation of one word: kite.
As you re-read the paragraph, feel the prior discomfort shift into a pleasing sense of rightness. In an instant,
the paragraph has been irreversibly infused with the feeling of knowing. But what if I tell you that this actually
is a collage of fortune cookie quotes? Or that these are random phrases generated by a lorem ipsum generator?
Your mind struggles. The presence of this feeling of knowing makes contemplating alternatives difficult.
This little experiment was designed by Robert A. Burton and documented in his 2008 book “On being certain
- Believing we are right even when we’re not” [33]. Burton’s research found:

Despite how certainty feels, it is neither a conscious choice nor even a thought process:
certainty arises out of brain mechanisms that, like love or anger,
function independently of reason.
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This has important implications: we ultimately cannot trust ourselves when we believe we know something to
be true! Being knowledgeable and “knowing” are two very different things. Just because we’ve experienced a
similar situation before doesn’t mean we can be certain what is right for this one. Sometimes we should,
instead, recognize we don’t know the answer.

N OT KNOWING
Unfortunately, that is not as simple as it sounds: people have struggled with admitting ignorance since ancient
times. During the Middle Ages, sea serpents and dragons were inserted on unknown areas of maps, although
the infamous phrase “Here be Dragons” (“Hic Sunt Dracones” in Latin) appears only once, on the HuntLenox Globe (1503-1507) [34]. Unknowns were frightening and it gave some comfort to at least be able to
label the unknown. Hypothesized dragons seemed a good enough explanation for what would otherwise be
ungraspable. With a made-up concept and a few words, the unknown became simple and satisfying.
Things haven’t changed that much, if you think about it. It is still common practice to give satisfying labels to
conveniently package the unknown. When faced with a phenomenon for which one does not personally know
a rational explanation, it’s much easier to accept a quick and easy paranormal explanation than to grasp the
complexities of cognitive phenomena, confirmation bias or the law of truly large numbers. [35]

Figure 5. Knowledge versus Expertise. Source: a joke by Simon Wardley

The quest for knowledge is a daunting one. The more we know, the more we become aware of how much
there is to know, and as a result we feel that we don’t know anything at all anymore. Figure 5 illustrates a
funny and rather unscientific take on Socrates’ famous saying “I know one thing: that I know nothing”. In
phase 1, ignorance and humility go hand in hand: you don’t know anything and you are aware of that. Phase 2
is the most interesting. It’s called ‘Hazard’ for a reason: you know some things and think that you’re the
world’s greatest expert. In phase 3, knowledge and humility are teaming up: you are an expert and because of
that you know you’re still only scratching the surface.
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“I know nothing” was the sentiment that started this whole experiment. Does this mean we’re back to square
one? Not quite. The initial worry made place for reassurance. I noticed that plenty of knowledgeable people,
many of whom I consider experts, have no problem with admitting their ignorance. In a brilliant television ad
for Ally bank, economist and Nobel Prize laureate Thomas Sargent is seen sitting in a comfy chair on the stage
of a packed theatre. The master of ceremonies solemnly introduces him: “Tonight our guest: Thomas Sargent,
Nobel laureate in economics and one of the most cited economists in the world. Professor Sargent, can you
tell me what CD (Certificate of Deposit) rates will be in two years?” Sargent slyly replies: “No”. End of the
act, nicely leading into the ad’s tag line “If he can’t, no-one can; that’s why Ally has a raise-your-rate CD” [36].
Physicist and Nobel Prize laureate Richard Feynman publicly admitted that he too is ignorant a lot of the time,
and that he’s completely fine with that [37]:

“I can live with doubt, and uncertainty, and not knowing. I think it’s much more
interesting to live not knowing than to have answers which might be wrong.
I have approximate answers and possible beliefs and different degrees of certainty about
different things. But I’m not absolutely sure of anything, and there are many things I don’t
know anything about, such as whether it means anything to ask why we’re here,
and what the question might mean. I might think about it a little bit;
if I can’t figure it out, then I go onto something else. But I don’t have to know an answer.
I don’t feel frightened by not knowing things, by being lost in the mysterious universe
without having any purpose, which is the way it really is, as far as I can tell - possibly.
It doesn’t frighten me.”
The Scottish nineteenth century physicist James Clerk Maxwell once stated that thoroughly conscious
ignorance is the prelude to every real advance in science [38]. It’s striking that especially scientists appear to
have no problem in accepting their ignorance. But it is logical as well: saying “I don’t know” doesn’t feel
uncomfortable for them – it’s routine. You have to know a lot of stuff to be a scientist, but that’s not the
point. Knowing a lot of stuff is there to help you get to more, higher quality ignorance [39]. Until you can
admit what you don’t yet know, it’s virtually impossible to learn what you need to.

BE SKEPTICAL OF THE MAJORITY

"The fact that an opinion has been widely held is no evidence whatever that it is not
utterly absurd. Indeed in view of the silliness of the majority of mankind,
a widespread belief is more likely to be foolish than sensible."
- Bertrand Russell 	
  
When you share your opinion with a lot of others, it becomes even more difficult to change your mind. It’s
hard to argue against what everyone else believes, conventional wisdom and “accepted truths”. When one
person posits a belief, there can be disagreement or debate. But when more than one agrees that it is truth, this
often shuts down our own inquiry. Furthermore, conventional wisdom often acts as an obstacle to the
acceptance of newly acquired information, or to introducing new theories and explanations. The tester in me
thinks that this even more reason to question.
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BE SKEPTICAL OF WHAT SEEMS CONVENIENT

“When a man finds a conclusion agreeable, he accepts it without argument,
but when he finds it disagreeable, he will bring against it
all the forces of logic and reason.”
- Thucydides 	
  
Our daily jobs provide us with enough challenges already, so it’s perfectly understandable that we are inclined
to agree with whatever helps us solve our immediate problems and makes our lives easier. We like research
when it validates our ideas, listen to experts when they’re supporting our beliefs, see patterns in the data that
confirm our theories. But force yourself to exercise those skeptical muscles anyway. Odds are, you’ll find that
the truth is just as helpful. And much more believable.

DOUBT AND SKEPTICISM IN TESTING
	
  
What can doubt, skepticism and scientific thinking bring to the testing table? I believe there are several ways in
which testing can benefit from healthy skepticism and a good dose of reasonable doubt. These apply on a
personal level, but the advantages of this mindset rub off on the project and the team as well.

QUESTIONING
	
  
The scientific method encourages us to ask questions and do our own research, activities that have their place
in every phase of the software development lifecycle.
Rather than an answering business, I believe testing is a questioning business. We are the inquisitive ones,
asking questions first and questioning the answers second. We try to elicit information that would otherwise
remain undiscovered, we fact-check to clarify hidden assumptions and to manage expectations. We critically
examine the information we are given and then figure out what’s missing. This is important since the
information we need is often scattered, hidden or not known by anyone on the project [40].
To help us dig deeper and bridge the knowledge gap, there are lots of great context-free questions we can ask
regardless of the project under consideration. These are general questions about the nature of the project, the
testing mission, the environment in which the final product will be used as well as the stakeholders involved.
Good examples of context-free questions can be found in “Exploring Requirements: Quality before Design”
by Donald Gause and Jerry Weinberg [41]. Michael Bolton also hosts a list of context-free questions for
testing on his blog [42].

REJECTING CERTAINTY
	
  
Skeptics advise us to reject certainty and suspend belief until we have at least been able to do some fact
checking. This is a powerful way of working and something that testers can do on an almost daily basis.
Never assume that the information you’ve received is the whole truth or even correct. There’s no need to
become paranoid: people are not necessarily lying to you, but they probably don’t know the whole truth. They
may sincerely believe they are telling you the truth, but it is truth as they see it. I could have used this advice
myself when our developers assured us “you don’t need to retest that whole part of the application, it was only
a small fix elsewhere and this area wasn’t impacted.” We relied on their advice, only to find out way after the
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fact that important areas weren’t even working anymore. Do we really know whether something will be
impacted or not? Developers - and by extension their code - move in mysterious ways sometimes.
Never accept as “fact” anything you haven’t been able to question and, if possible, verify. Where you can’t
verify and you need to move on, make working assumptions and then revisit them periodically to see if you’ve
since learned anything that would prove or disprove them [40].
On one of my previous projects, a commonly accepted “truth” was that test managers were not allowed to
test, ever – it wasn’t part of our job description, we had to leave that to the offshore testers in the team. This
fact was confirmed to me by several other test managers - instructions of our line manager. But for this
particular feature this seemed counterproductive: the offshore testers had no clue about the new functionality
and no experience with the very specific test setup which I had just finished creating. My project was short on
time and expertise (which I happened to have), and I had some disposable time on my hands. I proposed to
the project manager - who fell under different reporting lines - to have a look at it myself in a couple of short
but intense test sessions. He was surprised at first, but he accepted my proposal. I was up and running in a
heartbeat and able to find a couple of important bugs. The line manager was not amused, but the project
manager thanked me for my flexibility. I believe the project was better off because of my questioning the
“facts”.
Be skeptical of what the majority believes. Most people take conventional wisdom as gospel, and don’t take
time or energy to test it. But it’s a good idea to question and scrutinize – because conventional knowledge can
be outdated, vague or just plain wrong. This is especially relevant for testers: we are the ones who should
maintain uncertainty when all others around us already gave in to certainty. The whole project team may be
convinced that the software is working fine and from then on only see signs that confirm that it does (that
bonus for timely release may or may not be an incentive). However, proving that software works is
problematic: a passing test is no guarantee, while one single failing test is enough to destroy deeply nested
beliefs about its quality. Our best bet is to suspend our judgment until we have done everything in our power
to disprove the claim that “it works”.	
  

NOT KNOWING
	
  
The research of Robert Burton mentioned above teaches us that feelings of certainty are much like feelings of
anger or love: not necessarily based on correct judgment. The moment we think we know something, our
brain goes in autopilot mode - we stop thinking critically about it. This has tricked me countless times in my
professional career, more than I care to admit. I thought I knew how our customers (mainly hospital
personnel) used our software - I had talked with users in the past. One single sobering site visit cured me of
that illusion. It turned out that we had been testing with the wrong focus all along. So whenever I hear the
phrase “We know how our customers use our software”, I automatically add “do we really?” Knowing the
desires and needs of one customer may lead you into a false belief that you have a clear view on all the rest out
there. It isn’t a bad thing to admit that you don’t know how your users really work if you have never witnessed
them in action. Taking your testing out into the field is a good cure against that.
Whenever you arrive on a new team or get assigned on a new project, there is a lot to wrap your head around.
There is lots of information, tangible and not so tangible, we need digest quickly. We have to get up to speed
fast, but no one expects you to know everything from the get-go. “Fake it till you make it” has been a popular
motto among consultants for as long as I can remember. I have known it to work, heck, I have even done it
myself in the past, but I now prefer to not pretend. My default stance is now to say that I don’t know - yet and abstain from conclusions until I understand things better. I encourage you to do the same. Here are some
tips and encouragements.
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It's okay to...
v Say “I don’t know”
v Ask for more clarity
v Say you don’t understand
v Ask what acronyms stand for
v Ask for help
v Not know everything
v Challenge things you’re not comfortable with
It’s also okay for people around us not to know the answer to everything. If they knew everything, there
probably wouldn’t be a need to test.	
  

USING THE (SKEPTICAL) FORCE
Lesson 40 from the classic 2002 testing book “Lessons Learned in Software Testing” states: “You’re harder to
fool if you know you’re a fool”. Con artists say that the person easiest to fool is the one who is absolutely
convinced he cannot be fooled. Software and logical fallacies - hard-wired into our brains - can fool us too,
and that’s where our proverbial skeptical Force comes to the rescue. Being aware of biases and learning to
spot them is a start, but if we really want to step up our game, we have to remain skeptical of ourselves and
know that we are easy to fool. This keeps us on our toes and forces our mind to work harder [43].
Use “The Force” whenever you see graphs, charts or statistics. What do
they mean? What do they show? What numbers are they based on? And
especially: hat don’t they show? A graph’s purpose is usually to help you
interpret data, but sometimes, it does just the opposite. In the right
hands, bar graphs and pie charts can become powerful agents of
deception, tricking you into inferring trends that don’t exist and missing
alarming facts. The best measure of a chart’s honesty is the amount of
time it takes to interpret it, says Massachusetts Institute of Technology
Figure 6. Graphnocchio
perceptual scientist Ruth Rosenholtz [44]. This can affect our testing, of
course. Graphs can distort reality, and test strategies are often based on decisions that were based on graphs.
The test information we deliver is in turn squeezed into graphs that simplify or sometimes even misrepresent
reality.
The force is strong in Laurent Bossavit, a French consultant on a crusade against unfounded claims and
statements that are widely accepted in the profession; beliefs than many - including himself - had previously
accepted as fundamental tenets of software engineering. He documented his research in his book “The
Leprechauns of Software Engineering”, explaining how folklore turns into fact and what to do about it. His
research (into the primary sources of theories like the exponential defect cost curve and the Chaos Report’s
alleged software crisis [45]) is an exemplary account of thorough and practical skepticism in action.
The correlation and causation errors that I started seeing everywhere taught me to spot them in testing as well.
When looking for bugs, it’s very tempting to jump to conclusions quickly – we see problematic system
behavior and link that to our actions directly preceding it. Problem found, all understood, right?
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Unfortunately, software is rarely behaving as predictably and candidly as we would like. We can use our
skeptical force to thoroughly investigate and pinpoint bugs before delivering potentially unhelpful bug reports.
There is a simple way to incorporate reasonable doubt in our daily practice: using safety language. When you
use absolutes like “It works” or “I’m sure this is the behavior”, you better be right or you risk losing
credibility. You might want to use words like “might” , “could be”, “so far” or “it appears”, to preserve some
uncertainty.
My adventures with all things paranormal taught me to distinguish observation from inference, which also
happens to be an essential testing skill [46]. While observation is the careful watching of things around gathering data - inference is the conclusion drawn out of that careful watching. Inferences are always based on
our own assumptions and beliefs and it gets tricky when we fail to distinguish between what we observed first
hand and what we have only inferred or assumed. We can avoid this by using “The Data Question” [47]:

“What did I see (or hear or smell or taste or feel) that led me to those interpretations?”
THE REVALUATION OF DOUBT
	
  
Doubt has an almost - pun intended - doubtful reputation. Doubt doesn’t win you viewers, prizes or votes; it
doesn’t generate clicks. Doubt doesn’t make you look decisive or confident. It certainly doesn’t get you that
well-deserved promotion. In other words: doubt doesn’t seem to get you very far in this day and age. As a
consequence, certainty and overconfidence rule the world. But I have seen doubt correlate with wisdom,
knowledge and skill as well, which makes me wonder: doesn’t doubt deserve better than this? Isn’t it time for a
revaluation of doubt?
A first step could be to not view doubt as automatically incompatible with conviction. To not experience
doubt as discouragement but rather as an encouragement to stand for something. The fact that you realize that
you will never know everything about anything doesn’t invalidate your perspective or conviction. A second
step could be to start viewing doubt differently: not as a sign of weakness, but rather as a sign of competence
and cultural baggage [48].

CONCLUSION

I believe doubting, in a reasonable way, can make us better testers. The key to skepticism is to continuously
and vigorously apply the methods of science to navigate the treacherous straits between “know nothing”
skepticism and “anything goes” credulity. The biggest challenge with this, as the American astrophysicist Carl
Sagan pointed out in his 1995 book “Demon Haunted world: Science as a Candle in the Dark”, is to find a
balance between two seemingly contradictory attitudes: an openness to new ideas and skeptic scrutiny of all
ideas, old and new.

“At the heart of science is an essential balance between two seemingly contradictory
attitudes - an openness to new ideas, no matter how bizarre or counterintuitive they
may be, and the most ruthless skeptical scrutiny of all ideas, old and new.
This is how deep truths are winnowed from deep nonsense.”
- Carl Sagan -
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So, doubt, but doubt reasonably. Be skeptical of everything, including yourself. Think.
But don’t lose your sense of wonder.

A SKEPTIC MANIFESTO

A while ago I chose to embrace the skeptic lifestyle. This has taught me to value:

Suspending belief / Rejecting certainty

OVER

Being convinced

Finding things out

OVER

Believing what you’re told

Challenging claims

OVER

Accepting them

Saying “I don't know (yet)”

OVER

Pretending to know

Deciding based on best available evidence

OVER

Sticking with what you “know” is right

Questions that can’t be answered

OVER

Answers that can’t be questioned
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